Things for your Hardware Person to do to prepare you for Internet Reservations

The Five Star Internet Reservations Module works on a real time basis. This means that when a potential guest enters the dates, room types, number of adults etc, in the reservation system, Five Star will check actual availability at the instant the request is made, and it will tell the guest the rate, based on your rates with yield management effects, right up to the minute. And when the guest requests that the reservation be made, it is added to your Five Star reservations instantly, so inventory is always exact.

By providing your guest with the best availability and the best rate, he or she will use the Internet over and over again, making your implementation of Internet reservations a success. This depends on room availability, rates and reservations all being ‘real time’. On the other hand, if your guest does not get the room he wants or finds that there is a better rate then the Internet just by calling you, he will likely never use your Internet booking capability again. Any system that is not ‘real time’ will likely fail for this reason.

Real time means that there must always be a connection between your Five Star system and the Internet. You need a high-speed Internet connection at your property. You likely already have this, as most businesses do. You don’t need another one, just a network and a router. This, your hardware person or Internet supplier provides. Beyond this, your hardware person needs to do 3 more things:

You need a workstation with Windows 2000, or XP Pro (preferred) installed, running IIS 5.0. Versions of IIS 6 or greater are not compatible. This will be your web server. It will be located at your property and will be connected to your local area network. For this reason it must be as secure as you can make it. This computer can be a dedicated machine in larger installations or it can be a workstation on your network in smaller installations. 

In addition to following these steps, you must periodically download security patches from the Microsoft web site. These patches are much like anti virus updates. As hackers find new opportunities for ‘exploits’ (attacks on internet computers) vendors like Microsoft or McAfee respond with patches and updates. You must stay current with these changes. Please note that even if you follow these steps and keep up to date with patches, you may still be somewhat exposed to hackers. If the US government can be hacked, unfortunately anyone can be. Be sure you follow recommended backup routines and you will be well protected.

Have your hardware person configure the following. This series of steps is required to reduce your vulnerability to hackers. YOU MUST DO THESE STEPS OR YOU WILL BE VERY VULNERABLE TO HACKERS:

1) Configure the router so it does not respond to outside pinging. Steps 1 and 2 are by far the most important in protecting this system.
2) Ensure that the computer is well protected by an antivirus program. We have seen AVG used with success. Ensure that the program is set to automatically download its virus patter updates.

3) Name the computer WEBSERVER.

4) Set a static IP address for this computer. This is needed because traffic from he router for incoming requests for reservations must always be able to find the webres computer.

5) Set the port forwarding on the router to forward incoming requests for reservations from the hotel’s website to the ip address of the webres computer, ie the static ip address you set in step 4 above. You must be sure to set forwarding on port 80 and on port 443. 80 is used by Five Star staff in setup and testing new systems, and 443 is the port used by the secure sockets layer when real reservations are being made.

6) Disable the Recycle Bin.

· Right click the RECYCLE BIN and then PROPERTIES 

· Check the DO NOT MOVE FILES TO RECYCLE BIN box 

· Click APPLY then OK

7) Setup Outlook for emailing of reservation confirmations.

· Make sure you install the Collaboration Data Objects within Outlook. This is needed for Five Star to communicate with Outlook.

· Set up account for outgoing email only and test.

· Do not set up security updates for Outlook.

· Under Tools, Mail Delivery check the box to Send Messages Immediately.

· If you are unable to obtain Outlook 2000, the following link will load a tool on the computer bypassing the security prompts of Outlook. If you do not load this security patch the Internet Reservation module will be unable to send emails and the interface will hang the first time it attempts to send a confirmation email. Instructions for use: 
Download software from this website and install.

http://www.mapilab.com/outlook/security/
 
The first time Five Star tries to communicate with Outlook a window will popup. 

Click on Allow Access to allow SBBWIN.EXE to safely use Outlook. 

Click on “Always perform this action for this file”.

8) Remove all unneeded programs from the hard disk. 

· Click CONTROL PANEL | ADD/REMOVE PROGRAMS and remove everything extraneous. 

· When done, use Explorer to look for directories to remove.

9) Remove all unnecessary windows services. 

· Click CONTROL PANEL | ADD/REMOVE PROGRAMS | ADD/REMOVE WINDOWS COMPONENTS.

· Deselect everything and then select only INTERNET EXPLORER and INTERNET INFORMATION SERVICES (IIS)

· Click INTERNET INFORMATION SERVICES and then DETAILS and deselect everything  

· Select COMMON FILES, INTERNET INFORMATION SERVICES SNAP IN and WORLD WIDE WEB SERVER 

· Click OK and NEXT to install

10) Network Setup

· Click START | SETTINGS | NETWORK & DIALUP CONNECTIONS. 

· In properties of each connection disable everything except CLIENT FOR MICROSOFT NETWORKS and INTERNET PROTOCOL (TCP/IP). 

· Click CONTROL PANEL | SYSTEM | NETWORK IDENTIFICATION and make sure the computer is not part of a domain. It should only be part of a workgroup. 

11) Download all service packs and hotfixes and install from http://v4.windowsupdate.microsoft.com/en/default.asp 

· This is needed to get the latest MSXML 3.0 software and all the updates for security fixes.

12) Hardening: 

· Click CONTROL PANEL | ADMINISTRATIVE TOOLS | SERVICES. 

· Start only the following automatically (set all other Automatics to Manual): 

i. COM+ Event System



(Automatic)

ii. COM+ System Application


(Automatic)

iii. Computer Browser



(Manual) 

iv. DCOM Server




(Automatic)

v. DHCP Client 




(Automatic)

vi. Event Log, IIS Admin Service
 

(Automatic)

vii. IIS Admin Service




(Automatic)

viii. IPSEC Policy Agent, Logical Disk Manager
(Automatic)

ix. Logical Disk Manager



(Automatic)

x. Net Logon





(Manual)

xi. Network Connections



(Automatic)

xii. Performance Logs and Alerts


(Automatic)


xiii. Plug & Play




(Automatic)


xiv. Protected Storage 




(Automatic)


xv. Remote Procedure Call (RPC)


(Automatic)

xvi. Remote Registry Service



(Automatic)

xvii. Routing and Remote Access


(Manual)

xviii. RunAs Service 




(Automatic)

xix. Security Accounts Manage


(Automatic)

xx. System Event Notification


(Automatic)

xxi. Uninterruptible Power Supply (if you have one)
(Manual)

xxii. Windows Management Instrumentation (WMI) 
(Automatic)

xxiii. Workstation




(Automatic)

xxiv. World Wide We Publishing Service

(Automatic)

14) Obtain a Secure Sockets Layer (SSL)

We suggest using WWW.SSL.COM. When you use a web site that wants your credit card, or any confidential information, you should never provide such information unless you are sure the web page you are using is secure. A common technique for securing the information is to encrypt it. Encrypted data are run through a ‘translator’ that changes its appearance so you cannot understand it unless you have the ‘key’ that decrypts the data. This is what a secure sockets layer does.

While you will not be processing sales or transactions on the net like some web sites do (the ones you buy things from) you will need to ask guests for a credit card just like you do when you take a guaranteed reservation. This is the only way to protect yourself from the simplest hack of all – a kid going on your web site and filling your property with fake reservations. So you need a secure sockets layer. 

A web page is secure if you can see a small gold lock on the web page you are using.

You should contact ssl.com or verisign.com. These are two companies that supply certificates for the secure layer. They will want to verify your company before giving you one, so you will have to provide them with some financial data. See the web sites shown above for all the details. 

The entire process takes about 4 days. We suggest using ssl.com. It will cost about $275 US plus a small maintenance fee each year. Verisign is a much bigger name brand and will cost you more than $800. Prices and suppliers change. You can use any one you want. Web providers have a strong obligation to enhance the sense of security on the web. The certificate issuer will provide instructions for loading the certificate in IIS.

15) Obtain a Static IP Address or a Static IP ‘Presence’

Every computer, including the ones you surf the net with have an IP address. This is how the web tells your computer from any other one. In order keep you from using the Internet as your cheap local area network, your IP address changes frequently. Name servers on the net manage this process invisibly for you. But it means that if you want people to find your web site every time they try it must have a fixed or static IP address. A true static IP address may be expensive in some areas. 

If you have a Static IP address your web designer will create a new button called “Reservations”, which is linked directly to your Web Reservations program supplied by Five Star.

If the Static IP address is too expensive in your area, there is a less expensive way – about $40 US to start and $25 per year to maintain, and some are free. Much cheaper than up to $200 per month for a true static IP address.  When you set up the system this way, you need a domain name. Your web site has a link to this domain name and then you use a web service to redirect the request to the Web Reservations tool. This approach works very well.

Find Dynamic Name Server web site on the Internet. There are many providers, such as DYNDNS.COM or ZONEEDIT.COM. This company knows your router and registers your domain name. Each time your router is turned off then on again its IP address may change, and it may change on its own at any time. But dyndns knows this, and within 5 minutes or less of a router reboot, has the new IP address registered and your domain name can be found. It works very well and is very cost effective. Follow these instructions to activate dynesite yourself.

Assign this static IP address to your router, and have your web designer change the web site to point to this address when guests click the Reservations button on the web site.

Next change the IP address of the web server in Windows Network Setup to be a static IP address. Many networks use dynamic IP addresses for the internal LAN, but the IP address of the web server cannot change. We suggest static IPs for all computers on the network, especially if there is a mix of operating systems.

Next use the port forwarding of your router to forward incoming requests on port 80 to the static IP address of the web server. Now you should be able to type the IP address of the router on a web browser outside of the router (i.e. in a different office or place from the property) and your web-booking engine from Five Star should appear. If you have already installed the secure sockets layer, you will notice a gold lock on the screen indicating the page is encrypted for credit card security.

16) Add a Link to your Website

When all of the above is done, and Five Star has installed and configured the booking engine software at your property, have your web designer add a link to your web site such as “Click here to see prices and availability and to make a reservation.” You will have to tell him the domain name you registered with dynesite. When the link is added, your guests can make Internet reservations! You can also give out this domain name to regular guests, corporate guests, travel agents etc for direct access to the booking engine without going there via the website link.
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