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From: "Richard Bernier - Five Star" <rbfivestar@eagle.ca>
Date: Friday, March 07, 2014 8:55 AM
To: "Richard Bernier" <rbfivestar@eagle.ca>

Attach: GetTokenQA.html; GetToken.htm]
Subject:  Fw: Moneris Hosted Tokenization setup

Re Client needs a fixed website name to register with Moneris
o We have http://resfivestar.com that Dave setup for our testing.
o Login to Moneris to generate an ID

5. Create a Hosted Tokenization Profile

1. Login to your eSELECTplus Merchant Resource Centre:
* QA - https://esga. moneris.com/mpg/

*  Production - https:/iwww3 moneris.com/mpg/

. Click on "ADMIN’ on the menu.

. Click on ‘hosted tokenization’ on the sub-menu.

4. Enter the source domain page. This is the address of the main outer page that sends the transaction to
Maoneris. Example from the process flow diagram above would be “https2iwww xyz.com™.

. Click the button "Create Profile”
Make a note of the Profile 1D that gets generated since this will need to be included in your HTML iFrame
code.

(2R

@

o
o Here are screen shots of me registering our testing credentials with our test website.
@m Login to QA site with demouser/store1/password

~ https://esga.moneris.com/mpg/

eSelect
EEPLUS

t Resource Center

Moneris

SOLUTIONS

Logon
Username: demouser NOTICE
To the test store, please use the following credentials.
Store |D: store1 Username: demouser
Store ID: store3, store2 or store
Password: oooo.o--‘

Password: password

Forgot Password?

D
= Navigate to the HOSTED TOKENIZATION tab, enter the website name and hit CREATE PROFILE
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TERMIMAL | R RRING | VAULT

adduser | modi

Create Profile

To add a Hosted Card Tokenization jpea daqain and click ‘Create Profile’.

Source Domain: http://resfivestar.com|

Create Profile

Existing Profiles

o To remave a profile click 'Remove’ beside the profile id.

(Dn It generates a PROFILE ID and shows it underneath but because this is a test user, it contains hundreds of registrations so you need to scroll down and find the one |
just registered. Client will only have the 1.
Hemove Nyl

LAWLAFFFIEAL g/ ppin.oan.ipg
ht9SLIYEMKJUSCE http-//ppin.no-ip.org
Remove ht8FJF1VE7JJDSI http:/frandom.com

htlsCNXFZYSU13Q http-/iresfivestar com

Rem htQ10UHATY3FDBX http:/fnitvbvm.orican.com
Rem ht5D4TEXY3ISPY SV http://sims-dev.sfu.ca

htJCCPTZS1JPSCA http://spa.makegoodmedia.ca

i

o
(D= Make a note of this ID 4€cehtIBCNXFZYSU13Qa€
= The combination of the website address and the ID makes the webpage that gets tokens work.
Re  Now take a copy of GetToken.HTML page that will be released in our HOTEL folder and modify it to use this ID
Re  Note, | will supply 2 HTML pages GetToken for clients and GetTokenQA for us to test with. The only difference is the Moneris web page address that it uses. Live vs Test.
Re  Here is my QA version. Open it up using Notepad and change the ID= line to the one you just generated for this client.
Re
<tr:>
<td align="right">
Card Number&nbsp
</td>
<td colspan="2">
<div id="monerisResponse">
</div>
<!-- CHANGE src ADDRESS AND ID TO POINT TO LIVE SITE AND CUSTOMER'S MONERIS ID #E8BEBCY9; -->
<iframe id="monerisFrame" src="https://esqa.moneris.com/HPPtoken/index.php?id=lafd i FAEIED"
frameborder="0" width="200px" height="30px"></iframe>
</td>
</tr>
Re  Now FTP this file or get client to put this file on their website.
Re  For our test site, we put it in the root folder.
e Sothe address is http://resfivestar. com/GetToken.html

—

P U resfivestar.com/GetToken.htm

Vault Credit Card Entry

Card Number

Expiry Date 01 ~ 2014 -

Get Token

Re
Re  If you set it up correctly you should be able to hit this site. Type in a credit card and get back what looks like a token in the card number field area.
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(- < resfivestar.com/GetTokenQA htm

Vault Credit Card Entry

https://fesqa.moneris.com SENT
Card- 001-ot-
Number QFzQoE334EGrfJhvOLYwtJupL-
undefined

Expiry 01 ~

Date 2014 -

Get Token
Re

Re  If you do it wrong, you get an error message.

& 0 resfivestar.com/GetToken.htm

Vault Credit Card Entry

https://esqa.moneris.com
Card Number SENT - 942-undefined-
invalid credentials

Expiry Date 01 - 2014 ~

Get Token
Re

Re  You should be able to do all the above with Windermere today or tomorrow to get the all setup on the web side of things and show some progress.

(D= Back on the pvx side, you need to tell CC profile where the website to enter credit card data is at.
FEve OTLULS LU 0LSYEGUIUTT WIS 1OV L)

Integration Code MONERI | oK
Description Moneris testing (store_ppi / ppiguy) Undo
Integration Method [MONERISCP - eSelect Plus (Chip & Pin) v] Delste
Request Timeout (Seconds) 120
Worksta
POS Confirmation Window? [
On Arrival Post a Pre-Auth = Acquire
Tender Retall Slip Print Exit
Expiry Date  |N-Don't Print v
D Print Card on Merchant Copy D
Moneris eSELECTplus
Host Address esga.moneris.com
Store ID store1
API Token FarERR

Moneris eSELECTplus Vault

Vault Host Address https://esga.moneris.com/gateway2/serviet/MpgRequest
_4-—"_"\.\

e

%ted Tokenization Site hitp://resfivestar com/GetTokenQA html J

Maximum Allowable Transaction Amount 10,000

D
= Now in Reservation screen when creating a new reservation. The website will showup inside a pvx window where user will enter card data.
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ﬂ“% Enter/Edit Reservations(HR001Z)

efflement  |CASH | v Guaranteed

S
Enter Card | 1 |
# wr\m’

Last Name -

First Name =
Addr 1 Vault Credit Card Entry

Addr 2 Card Numberl

Addr 3

PostaliZip Expiry Date |01 . I2[)14.
- |

Exit

o

\

&

2

0

s
Arriving 4 FriFeb14,2014 #ofAduts |1 RoomType | | &
#ofNites | 1 | #ofKids [0 RateType | | &
Departing 4 SatFeb 15,2014 # of Rooms RoomRate | |
Discount E v
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l&il:‘lucz‘sﬁl‘:.f This email is free from viruses and malware because avast! Antivirus protection is active.
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